Ha crpaxe nuudgpoBou 0€30IacCHOCTH

B name BpeMs uHHpOpMAlMOHHBIE TEXHOJOTHUU MPOHHUKAIOT BO BCE
chepbl ku3HU: paboTa, ydebda, OTABIX, (UHAHCHI MW OOIICHHWE J1aBHO
MEepPeMECTHIINCh B OHJAMH-pocTpaHcTBO. CmapTdoHbl, HOYTOYKH U
IJIAHIIEThl CTAJIM  HEOThEMJIEMBIMU  CITyTHHUKaMHM KaXJOro 4eJIOBEKa,
MpeaoCTaBisasl yaIoOHbIE HHCTPYMEHTHI il KOMPOPTHOM *Ku3HU. OHAKO 3Ta
JIETKOCTh BJIEYET 3a COOOM CEpPhE3HBIA PUCK - KHOEPIIPECTYTHOCTb.

Hammm nannble - nMeHa, HoMmepa TeneOHOB, HCTOPHUH MTOKYTIOK, MTapoJiv
U OaHKOBCKME PEKBU3UTBHI - CTAHOBATCS JIAKOMBIM KYCOYKOM IS
3JIOyMBIIIJIEHHUKOB. UHKCIIO TPECTYIJIEHUAd B BHPTYaJlbHOM IPOCTPAHCTBE
HEYMOJIMMO PAacTeT, MpeBpamias KaXJoro IOJb30BaTessl B MOTEHIUAIbHYIO
KEPTBY.

Oco3HaBaTh 3TH YIpO3bl M YMEThb TPAMOTHO pearupoBarb Ha HHX
KU3HEHHO  BaxHo. JlaBaiiTe paszOepemcsi, Kakue  OBIBAlOT  BHUJIbI
KHOEpIPECTYIUICHU, KaK paclo3HaThb aTaky W Kakue Mepbl MOMOIYT
3aIUTUTHCS OT HUX.

TeJIe(l)OHHOG MOIICHHUYECTBO - oauMH M3 CaMbIX
pACIIPOCTPAHEHHBIX  BHUJIOB  IPECTYIUICHUHA. MOIIEHHUKA  UCHOJIb3YIOT
MaHUIYJISIIIUHY, 3aIIyTUBAaHUE U COLIMAIbHYIO MHXXEHEPUIO, YTOObI BEIMAHUTH Y
YKEPTB ACHbI'Y WJIU JIMYHBIC TAHHBIE.

MOIIIeHHUKHA TMOCTOSHHO MPUIYMBIBAIOT HOBBIE CIIOCOOBI OOMaHa, HO
11eJIb Y HUX BCEr/ia OJIHa — 3aIyraTh, BhI3BaTh ITAHUKY U 3aCTaBUTh Bac OBICTPO
nepenarb UM JACHbIYM WIM NEPCOHAJIBHBIE JaHHBIE.

Eciu BaMm 3BOHAT M TOBOpSAT OAHO M3 ciaexyromero - 310 100%
MOIIICHHUKH !

e Mp1 u3 HanmonansHOTO 0aHKa, BaIlu JIeHbI'M B oracHocTH! IlepeBeaure

X Ha O€30ITaCHBIN CUET.

e DOt1o KI'b/Mummima/CrnencTtBeHHBIII KOMHUTET. BBl HOKHBI IIOMOYL B
pacciieloBaHuu !
e HazoBure HOMep OaHKOBCKOM KapThl, koa u3 CMC, mnacropTHbIe

JIaHHBIE.

e Bama kapta 3a010kupoBaHa!
e Bam poacreennuk nonain B 0exy (ATII, comn yenoBeka u T.1.).
e Bam HY)XHO CpOYHO YCTAaHOBHUTH MPUIIOKEHUE HA TeJIe(OH.

OO0mme npu3Haky Te1e)OHHOT0 MOIICHHUYECTBA:
e BaMm 3BOHST «Ba)kHbIE JHI@» - OAHKOBCKHE COTPYAHUKH, CHUIJIOBUKH,
CJIEZIOBATEJIH.



e Bac myralor noreped  JCHET, YTOJIOBHBIM  IPECIECIOBAHUEM,
npobieMaMu y OJTU3KHX.
e TpeOyloT mepeaarb JACHbIU Kyphepy WIIM MEPEBECTH Ha «Oe30IacHbI

CYeT.
e (CrpallMBalT NEPCOHAIBHBIE JTaHHbIE (HOMep KapTthl, kox u3 CMC,
Nacrmopr).
e JlaBAT HA CKOpPOCTh - «HYXKHO PEIIUTh TPsIMO cedyac, MHaue OyaeT
no3aHo

Yro nesathb, €cjiM BaM 3BOHAT MOLICHHUKH?
e [lIpekparute pasrosop! [IpocTo nonoxure TpyoKy.
o [lepenpoBeprre uHpopmanmio! IlepesBonute B OaHK, MpaBo-
OXPAaHMUTENBHBIE OPTaHbl, POJICTBEHHUKAM H T.]I.
e Huxorna He cooOmaire:
v/ IlacopTHBIC TaHHBIC.
v/ PexBusutsl kapthl (Homep, CVC-kon).
v/ JloruH u mapoib OT UHTEpHET-0aHKa.
v/ Konasr uz CMC.

v He ycranaBnuBaiiTe Npuiio>KeHUS 10 YKa3aHUIO 3BOHUBIIETO!

Baxno! Hacrosimuue cCOTpyTHUKH 0AHKOB U TOCOPIraHOB:
e HE 3BonsT B Meccenkepax (Viber, Telegram, WhatsApp).
e HE 3BOHSAT ¢ 3apyOeKHBIX HOMEPOB.
e HE TtpebyroT nepeBojia ieHer Ha "Oe3omacHble cuera'.

] Ecam cablmure mogooHoe - 310 MomeHHuku! [ | byabre 0auTebHbI!

Momennndeckass cxema «Fake BO0SS» - B macrosmiee
BpeMsl aKTyajibHas cxema oOMaHa paOOTHUKOB OpraHM3aIuil (MIpeAnpHUsTHH,
YUPEKICHUHN U T.1.)

3/I0yMBILIJIEHHUKN COOMpPAIOT CBEJIEHUS O paOOTHUKAX, Ipu cOope
KOTOpPBIX  YIEISAI0T 0coboe BHUMaHue uHMOpManuu, Kacarouencs
MPUHAJIEKHOCTH K COOTBETCTBYIOIIEH OpraHU3alllM, a TaKKe WMEIOIIUMCS
yaTaMm M KaHaJlaM, 3apeTUCTPUPOBAHHBIM B ceTu IHTepHeT.

B nmanmpHeiieM 370yMBINUICHHAKH, PETUCTPUPYIOT YUETHBIC 3allMCH B
Pa3IMYHBIX MECCEHKepax, B 0cOOeHHOCTH B MecceHmkepe «Telegramy. [lpu
peTHCTpali  aKKayHTa, yKa3blBalOT (amMmwimio, #WMs ©W  OTYECTBO
PYKOBOAUTEISI MHTEPECYIONIEH OpraHu3aiyu, U J00aBisioT ero ¢potorpaduro,
MOJIYYCHHYIO M3 OTKPBITBIX HUCTOYHUKOB ceTu WMutepHer. Takum o0pazom,
3MIOYMBIIIJIEHHUKH ~ CO3MIalI0T  TOAJETBHBIA  aKKayYHT  «PYKOBOJMUTEIIS
OpraHu3aIny, C 1ebI0 BBEJECHUS B 3a0yKICHUE MOJYMHEHHOTO TIEpCOHAIIA.



B nanbHelileM MOpecTyNMHUKHA B JUYHBIX COOOIICHUSIX OT HUMEHU
«PYKOBOJIUTENS] OPTaHU3AIMI OCYIIECTBIISIIOT OOIIEHUE C PpAOOTHUKAMHU.

Kak mpaBwiio, mepenucka BeAETCS HAa TEMY IPOBEPKH AEATEIBHOCTH
OpraHu3alMi KOMIIETEHTHBIMH OpPraHaMH, TIOCJIE€ 4YEro «PyKOBOAUTEIbY
yKa3bIBaeT pabOTHUKY HAa HEOOXOUMOCTh OOIIIEHUS C HEKUM MPECTaBUTEIEM
MIPAaBOOXPAHUTENLHBIX ~ OpraHoB  (cimenctBeHHoro — komurera,  KI'b,
HanmonanbHoro 6anka u T.J1.), KOTOPBIII B CKOPOM BPEMEHHU JODKEH OyneT
MEPE3BOHNUTh. Uepe3 HEKOTOpOoe BpeMsl COTPYAHHUKY IOCTYHAaeT 3BOHOK OT
«IPEJICTaBUTEIISI MPABOOXPAHUTEIBHBIX OPTaHOB)», KOTOPHI, B XOA€E HAJIOra,
IPOCHUT CIIEAOBATh €r0 HHCTPYKLHUAM:

® CKayaTh W YCTAaHOBUTh NPWIOKEHUE (HAa camMOM JeJi€ BBIIOJIHAET

(GYHKIIMU YIAIEHHOTO JOCTyIa YCTPOUCTRY);

e coo0muTh, cdororpadupoBaTh PEKBU3UTHI OAHKOBCKOM IIATEHKHOM

KApTOYKH U T.J.;

e TpeOyeT MEepeBeCTH ACHBIM Ha <«GallUIICHHbIM OaHKOBCKHUI CUET»,

3a/IeKJIapUpPOBATh JIEHEXKHBIE CPEJICTBA U T.1.;

® [pejjiaraeT Noy4acTBOBATh B INMPOBEJICHUU CHEIONEpPalMi MO MOUMKE

MOIIIEHHUKOB;

e 0(hOopMUTH KpeIuThl B OAHKOBCKUX YUPEKJEHUAX, JIMOO OOpaTUTHCS B

OaHK JIsl OTMEHBI 3asIBOK Ha KPEJIUT U T.1I.

1 Ecsin Bbl ciblmmTe 4T0-T0 NOA00HOE, HEMEIJIEHHO MOJI0KUTE TPYOKY U
JIMYHO NepenpoBepbTe MHGPOPMALMIO.

@UIIUMHT - 510 Merox MOWICHHUYECTBA, IIpU  KOTOPOM
3JIOyMBIIIJIEHHUKY BBIMAHUBAIOT JIMYHBIE JaHHBIE (MApoJid, HOMEpa KapT,
KOJbI U3 SMS) ¢ TOMOILIbIO TOIJIETBFHBIX CAUTOB, MTMCEM UM COOOIICHUH.

OcHoBHbIE BHAbI (PMIIMHTA:
1.®@UIIMHTOBbIE CAUTHI

e BaMm npuxoaut mMUCbMO WUJIM COOOIIEHHE C MPOCHOOW BOMTH B aKKayHT
(OaHK, collMAJIbHBIC CETHU U T.1.).

e (Ccpuika BeI€T HA MOICIBHBIA CalT, MOXOKUH Ha OPUTMHAIBHBIN, T
IIPOCST BBECTU JIOTHH, 1apOoJib WU JTaHHBIC KapThl.

] He BBOAWTE JaHHbIE, €CJIN Y BAC €CTh COMHEHHS B NMOJJUHHOCTH caiTa!

2.DanbmuBbie mucbMa 1 SMS
o [lpuxoautr coolOmieHue OT «OaHKa», «HAJIOTOBOW»,  «CIIYXKOBI
0€30MacHOCTHY, «IIOUYThD) WA «MHTEPHET-Mara3uHa.

e Bac mpocsaT nepelTy Mo CChUIKE WM CKadaTh BJIOKEHHE, B KOTOPOM
MOKET OBITH BUPYC.



] IIlpoBepsliTe OTHIPABUTEJINA, HE OTKPbIBANTE IM0J03pHUTENbHbIE
BJIOKEeHUs !

3. OUIINHT B COHAJBbHBIX CETAX M MECCCH/IZKEPAX
Bam nmmer «APYD» UM «KKOJIJICTa» WU IIPOCHUT ACHCT, CCbUIKY Ha OIIPOC
NN KMHTCPCCHOC BUICO).

[locne mepexola MO CCBUIKE Balll aKKAyHT MOXET OBITh B3JIOMaH.

] CBSIZKUTECH C 4€JI0BEKOM HANPSIMYI0, IIPeK/Ie YeM BBINOJHATH €ro
npocnoy!

Kak 3amururbes or ¢pumnmnra?

[IpoBepsiiTe ampec caira nepels BBOJAOM JAHHBIX - OH JOJDKEH
HaunHathes ¢ "https://".

He BBOAMTE Maposu v kobl 13 SMS Ha NOAO3PUTENIBHBIX CAWTAaX.

He nepexoaute 1o cchlikaMm U3 MUCEM U COOOILEHH, €CIIM HE YBEPEHbI
B UX 0€30MaCHOCTH.

He ckauuBaiiTe (ailibl U3 HEU3BECTHBIX HCTOYHUKOB - OHU MOTYT
COEp)KaTh BUPYCHI.

Ucnonp3yiite nByxdaktopHyro ayreHTudukamuio (2FA) mns 3amurs
AKKAayHTOB.

HactpoiiTe aHTUBUPYC M paCIIMpPEHHs JUIsl 3allUThl OT (PUIIMHTA
(marmpumep, Google Safe Browsing, Adblock, Adgurd u T.1.).

[ Ecam BbI CTAJH KEPTBOM (PUINMHIA - CPOYHO CMEHUTE MAPOJIUA U
CBSDKMTECh C OaHKOM, ecliu Tnepeaaiu JaHHble kapThl! beperure cBom
AAaHHbIE!

MomeHHNYeCTBO HA CAalTAaX 00bSABJICHUM U B

CONMAJIbHBIX CETHAX

Kak pa6oraror MmomieHHuKH?

Brinarot ce6s 3a uzBectHbiX npojasioB (AliExpress, OZON, Lamoda u
T.J.).

Pazmemniaror 0OBsABICHHS C TPOJAKEH HECYIICCTBYIOIIUX TOBAPOB.
Coznarot (perKOBBIC CTPAHUIIBI B COLICETSIX, KOMUPYS OPEH/IBI.
3aHMKaloT 1IeHY Ha TOBap, CO3/1aBasi LILTIO3UIO BBITOJHOU CIIEIKH.
OO0maroTcs TOIBKO B MECCEHIKepax, n3derast 3BOHKOB.

TpeOyroT npeaoriaTy win MoJHYI0 OIUIaTy Ha KapTy.



Kak ne nomacrbca?

e TmarensHO MPOBEPSUTE HHPOPMAIIUIO O IPOABIIE.

e [lokymaiiTe TOJBKO Yy MPOBEPEHHBIX MPOJABIIOB Ha OQHUIIUATBHBIX
MapKETIJIENCAX.

e |I30eraiiTe CIMIIKOM HU3KUX IEH.

e He nepeBoauTe IEHBIM HA KapTy — MOJb3YUTECh CEPBUCAMHU C 3aIATOU
MOKYIIATEIsl.

e He cormamraititech Ha "mpenonaary 3a JOCTaBKYy'.

YCcTaHOBKA MOIIEHHUYECKUX MPUJIOKEHUH

Kak MoIIeHHM KM 3aCTaBJSIIOT YCTAHOBUTH BUPYC?
o [IpucearoT CChUIKY B MECCEH/KEPE «OT UMEHH OTNIEpaTopa» Wi OaHKa.
e VOeXIaroT, YTO «HYKHO OOHOBUTH MPUIIOKECHUE.
e [lpunoxxenue nosydaer 10cTyn Kk SMS 1 0aHKOBCKUM JIaHHBIM.

Kak pacno3narhb QajbiinBoe npusioxenue?

e (OHO YCTaHOBUJIOCH KaK «IOMOJHUTEIBLHOE» K YK€ UMEIOIIEMYCS.

e [Ipocut goctyn kK SMS, KOHTaKTaM U SKpaHy.

e [lokasplBaeT JIOrOTHII Bamlero OIEpaToOpa, HO CKAa4yaHO HE U3
opHUIMaTIBLHOTO Mara3uHa.

Yro gesaatn?

HemeneHHO OTKIIIOUUTE UHTEPHET.

VY nanure npuiioKeHue.

3a00KkupyiTe OAHKOBCKHUE KAPThI, €CJIM 3aMETUJIN CTPaHHbIE OEpaIlvHy.

Ncnons3yiite ToNMbko oduuuansHbie Marasunbl (Google Play, App
Store).

BpiMorareibcTBO B COIMUAJIBHBIX CE€THAX - 310 opma
KUOEPIPECTYIUICHUSI, TIPU KOTOPOU 3JIOYMBIIIJIEHHUKH HCIOJIb3YIOT TMOCTHI,
dotorpadur, BUICOPOIMKUA WM JIMYHYIO HHGOPMAIMIO MOJIh30BaTEINEH,
yrposkasi OIyOJIMKOBAaTh KOMIIPOMETHUPYIOLIUE MaTepuaibl B 0OMEH Ha BBIKYII.

Jannas ¢dopma NpecTyIuIeHUs] HEPEIKO COMPOBOXKAACTCS CO3JIaHUEM
0CcO00ro JaBlieHWs Ha KEPTBY, BbI3bIBas y HEE€ YYyBCTBO CThIJa, CTpaxa U
0eCrOKONCTRA.

Haubonee pacnpocTpaHéHHBIMU HENSIMU JJIs1  KUOEpBBIMOTraTesiei
SBJIAFOTCS. MOJIOJBIC NEBYILIKU U IMAPHU, NMPEANPUHUMATEIN, 3HAMEHUTOCTU U
noiuTUKU. [IpuunHbl BRIOOpa KOHKPETHBIX IIEJIeM BapbUPYIOTCA OT JUYHOU
MECTH 10 MPOCTON HAKUBBHI.



IIpumepsl cxeM BbIMOraTe/ibCTBa:

B3iaom gauyHoro mpoduas (MOIIEHHHKM TOJMYy4YarOT JOCTYyH K
aKKayHTaM T0JIb30BaTesel yepe3 (PUIMHTOBBIE CAWTHI, TOA00p Maposiel Win
BPEJIOHOCHBIE TMPOrpaMMbl. 3axBaTHB KOHTPOJb HajA nOpoduiaeM, OHHU
HAYMHAIOT TpeOOBaTh BBILIATY KPYMHOM CYMMBbI JE€HEr B3aMEH Ha
BO3BpAILICHHE JIOCTYTIA BIAJIEIIbILY).

Pacnpocrpanenue HWHTUMHBIX MaTepuajioB (Camblii HM3BECTHBIN
MIPpUMEP BBIMOTaTEIbCTBA B COLMAIBHBIX CETSAX - IIAHTAX C MyOJIMKauueu
WHTUMHBIX U300paXeHU UK BUICO. 3MOYMBIIUIEHHUKA MOTYT TIPOHUKHYTh
B 3aKpBITbIE TPYIIBl WJIA JHUYHBIE IEPENHUCKH, TOCJIE YEr0 YrpoXKaroT
pa3MeCTUTh HalJIEHHbIE MaTepuasbl MyOJIMYHO, €CJIU HE TIONy4YaT TpeOyemyro
CyMMY).

Ilcuxonornyeckoe nasiaenue (Hekoropble MOUIEHHUKH NPUMEHSIOT
CTPATEruI0 IOCTENEHHOTO YXYIIIEHUS COCTOSHHUS JKEPTBBI, JOBOAS €€ 10
OTYasHUSA, JENPECCUM WM 4yBCTBa BUHBL. OHM OyAyT yrpoXaTh PacKpBITUS
JUYHBIX TalH JPy3bsSIM, CEMbE WM pPa0dOTONATENI0, BBIHYXKJIAs KEPTBY
MJIATUTh CHOBA U CHOBA).

«PomanTnueckmniny manrax (MHOrue MOIIEHHUKHU TMPUKPBIBAIOTCS
MAacKOM POMaHTUYHOIO YXaX€pa, BXOAS B IOBEPUE K JIEBYIIKE WA MOJIOAOMY
YEeJIOBEKy, a 3aTeM HEOXKUIAHHO MNYOIMKYIOT HMHTHUMHBIE IOJPOOHOCTH
OTHOLIECHUI UM OTKPOBEHHBIE CHUMKHU, TPEOYsI KOMIIEHCAIMIO 32 MOJIYAHKE).

IMoayyenne komnpoMerupywmux gaHHbix (Ciydan, Kkorma
MOJIb30BaTEIb CaM  BBIKJIAABIBAET KOMIPOMETHUPYIOLIYIO HH(OpMaIUIO
(boTorpadpuu, BHIEO, BBICKA3bIBaHUS), KOTOPYIO TO3XKE HCIOIB3YIOT
3JI0YMBINTUICHHUKH JJ1s1 TIOJTYYCHHS BBITOIBI).

Kak 3alIUTUTBHBCHA OT BBIMOraTeJIbCresa B CONNAJIbHbBIX ceTsax?

HecMmoTpst Ha CIIOXKHOCTH MPOOJIEMBI, CYIIECTBYIOT IEUCTBEHHBIE MEPHI,
CIIOCOOHBIE 3HAYMUTEIIBHO YMEHBIIWTh PHUCK IOJABEPTrHYTHCS TAKOMY BHUIY
KUOEpIPECTYTICHHUS:

IMoBbienne nudpooii rpamoTHocTH (Iloap30BaTEN JOHKHBI YETKO
NOHUMATh PUCKH MyOJMKalMU JUYHOM uHOpMmanuu B uHTepHETe. CToUT
nu30eraTb BBICTABJICHHWS WHTUMHBIX CHUMKOB, ITYyOJMKallMid B 3aKpPbBITHIX
TPYIIax ¥ OTKPOBEHHBIX ITEPEIIHCOK).

Co3nanue ciaokHbIX mapoJieii (PexkoMeHayercss BBHIOMpaTh JIMHHBIC
napojid, cojaepxkamiue OYKBbI, HHU(PPbl U CHUMBOJBI, MEHSITh HUX KaxIble
NOJIr0Jla W  HCIOJb30BaThb MEHEHKEP Mapojied Il  XpaHEHHUs U
CUHXPOHU3AITUN).

AxtuBanusi aByxgakTopHoii ayrenTudukanmm (/[ByxdakropHas
IIPOBEPKA CHUKAET PUCK B3JI0MA AKKAYHTA, MOCKOJBKY 3JIOYMBILIIJICHHUKU HE
CMOTYT BOCIIOJIb30BAThCSI TOJBKO MApOJIeM).



KonTpoanr cnucka apy3eii m moamucuyukoB (Ciexyer OrpaHUYHTH
NOCTYyH K CBOMM MaTrepuajaM, pa3pelivB HPOCMOTP TOJBKO Y3KOMY KpPYIy
IIPOBEPEHHBIX JIFOACH. YacThle YNCTKM CHUCKOB JIPY3€W CHWKAIOT LIAHCHI Ha
TIOTa[aHUE 3JIOYMBIIIICHHUKOB B BAIIly )KH3HB).

Munnmuzanus JuaHoil napopmanun (YeM MeHbIIE JTUYHBIX TaHHBIX
OTKPBITO /ISl MYOJIUKHU, TEM CIIOKHEE 3JI0YMBIIUICHHUKAM HCIOJIh30BaTh UX B
KOpBICTHBIX LeJsiX. He ykasplBaTe TOYHBIM aJpec NPOKUBAHMS, CEMEMHOE
MIOJIOXKCHUE, BO3PACT M IPYTUE ICTAIN, KOTOPBIMA MOYXXHO MaHHUITYJIMPOBATH ).

He orBeuaTsh Ha yrpo3nl (Eciu BblI cTamy 0OBEKTOM IIaHTaXKa, BAXKHO
HE MojjaBaTbcad TpeOOBaHMSAM BbIMorareneu. Jlydmie cpa3dy oOpaTuTbCs B
NIPaBOOXPAHUTEIBHBIC OPTaHbl U MOAATH KaJI00y).

MoleHHu4YeCKHne NHBCCTHIIMOHHBIC 6I/Ip)KI/I -
MOIIIEHHUKH CO3JaI0T (hasbllIMBble HHBECTUIIMOHHBIE IIAT(OPMBI, 3aMaHUBas
JmoJie obenaHusMu ObICTPOW M JIeTKOM NpuObu. VX 1enb - 3aCTaBUTh Bac
NIEPEBECTH JIECHBI'M U UCYE3HYTh.

IIpu3HAKH MOLIEHHUYECKON OMpPIKM:

e [apaHTHUpPYIOT BBICOKYIO JOXOJHOCTh IPHW HYJIEBBIX puckax. Ecimu Bam
o0eraroT OrpoMHbIe MPUOBUIM 0€3 pucka - 3TO oOMaH. B peasbHOM
mupe naBectuiiiu BCEI'JIA conpsikeHbl ¢ pUCKOM.

e Hescuble unm 3amyraHHble ycioBus. Takue miar@opMbl CKpBIBAIOT
KOMMCCHHU, TPEOYIOT OOJIBIINX CYMM JiJIsl BBIBOJIA UJIM BOBCE OJIOKUPYIOT
BO3MOYXHOCTb 3a0paTh JEHBIH.

o DanpluBbIC OT3BIBBI U MOJACIbHbIE PEUTUHTH. MOIIIEHHUKHA CO3/1at0T
CalThl U MOJENbHBIE AKKAYHTBI, TJE SIKOOBI «YyCIEIIHbIE UHBECTOPHI)
paccka3bIBalOT, Kak OHU pa3zdorarenu.

e ArpeccuBHOE naBieHHe. «BkianpiBaii ceiluac, moka HE MO3THO!»,
«Tonbko ceromHs akuus!» - e€cium Bac TOPOMST, 3TO SIBHBIM MPU3HAK
MOIIICHHUYECTBA.

e Her muuensuu u npospaynoil mHdopmanuu. Ecnu y KoMmaHuu HET
opUIIMATLHON PErUCTPaLNU, JIUIICH3UNA U YETKUX JAHHBIX O BJaJesbliax
- Oerwure.

Kak 3amuTuth CBOM feHbru?

o [IlIpoBepsiite kommnanuto. Uiure nuiieH3nu, opuiiMaibHble TOKYMEHTHI,
OT3bIBbI HA HE3aBUCUMBIX IUJIOMIA/IKAX.

e He Beppre oOemaHusM «30J0ThIX Top». EciaM TOXOTHOCTh KaKeTcs
CJIMIIIKOM XOPOIIEel, YTOObI OBITH TIPaBJON - 3TO OOMaH.

e He npuHuManTe NMocnemHpx pemeHni. MOIIEHHUKY AaBSAT HAa SMOILUH,
HO BbI JIOJDKHBI COXPAHSTh XOJOIHBIN pa3yM.



e CoBeryiiTecb ¢ 3kcrnepramu. [Ipexnae d4emM  MHBECTHPOBATH,
POKOHCYJIbTUPYHUTECH C HE3aBUCUMbIM (DMHAHCOBBIM CIIELIUATMCTOM.

e lcnonp3yiiTe TOIBKO MpOBEpeHHbIE IIaTHOpMblL. JlOBEpsSHTE TOIBKO
M3BECTHBIM U JINLIEH3UPOBAHHBIM MHBECTULIMOHHBIM KOMITAHUSIM.

] EcJi Bac NpOCAT BHECTH A€HbI'M HA HEU3BECTHYIO IUIATOpMY - OyabTe
ocropo:xubl! He naire cedst 00MaHyTh!

IIpaBoBbIe OCHOBBI I[IPOBEACHUS ONEPANUUA C

KpHHTOBaJIIOTOﬁ - PecniyOnuku benapych pa3BuBaroiasics cTpaHa u
TpaXJIaHe aKTUBHO TOJIb3YIOTCS ITH(PPOBBIMU TEXHOJIOTHSIMHU.

[Topsimok OCYIIECTBICHHUSI CHEJIOK C KPHUIITOBAIIOTONM B HACTOAIIEE
BpeMsa ompeneneH Ykazom Ilpesunenta Pecnybnuku benapyes ot 17
ceHtsiops 2024 1. Ne 367 «O6 oOpamieHun 1UQPPOBBIX 3HAKOB (TOKEHOB)»
(manee - Ykaz Ne 367).

VYkazom Neo 367 ycraHoBieHa OOSI3aHHOCTb IJIsi (PU3MYECKUX JIMII
COBEpIIATh ONeEPAIUH MO MOKYIKe-NMPoaake KPUNTOBAJIIOTHI 32 JICHEKHBIC
cpeactBa (Oesopycckue pyOiau, WHOCTPAHHYIO BalllOTy WJIM JJICKTPOHHBIE
JIEHbI'W) TOJIBKO TpHU TOMOIIM KpuUNToOupk (orneparopoB oOMeHa
KPHUIITOBAIIIOT), ABJISIIOIIMXCS pe3ueHTamu [lapka BbICOKMX TeXHOJIOTM, a
TaKXe MEPEUUCIATh (MIEPEBOAUTD) JICHEKHBIE CPEJICTBA CO CBOUX OAHKOBCKUX
CYETOB, JJIEKTPOHHBIX KOLIEIbKOB HCKIIOUYUTEIHHO YKa3aHHBIM pE3UJECHTaM
[1BT.

CoBepuieHue omepanmui 1o Kymje (mpoaake) KPUNTOBAJIIOTHI HA
HHOCTPAHHBIX KPHUOTOOMpP:KaX W 'y (U3MYECKHUX JIUI[ SABJSAETCS
HE3aKOHHBIM M 3aNpenaercs.

VYka3 Ne 367 He BBOJIUT 3alpeT B OTHOIICHUM ONEpaldil 1Mo MepeBoay
KPUIITOBAIIIOTHl Ha 3apyOeKHbIE TOPrOBbIE IJIOMIAJIKM U He OrPaHUYUBAET
BO3MOXXHOCTh HCIIOJB30BAHUSI (PU3NUECKUMHU JUIAMUA TaKWX TUJIOIIAI0K JJIs
COBEpIICHUS omnepalnuii odOMeHa (Hampumep, OOMEH KPHUITOBAIIOTHI OJHOTO
BUJIa Ha KPUNTOBAIIOTY JIPYrOTO BHUJIA), HE CBSI3aHHBIX C HEMOCPEICTBEHHBIM
BBOJIOM WJIM BBIBOJIOM JICHEKHBIX CPEACTB.

Takum o0Opa3oMm, B HacrTosimiee BpeMsi B beinapycum eiicTBylOoT
cjeAylolye HOPMbI.

Pa3penieHo: mokymnath TOKEHbI (KPUTITOBATIIOTY) 3a ACHEKHBIE CPEICTBA
TOJIKO Ha OEJIOPYCCKUX KPUNTOOMpPIKAX, SBISIFOIIMXCS pe3uaeHTtamu [lapka
BBICOKHX T€XHOJIOTHH;
oOMEHHMBaTh TOKEHbI Ha JpPYrHWe€ TOKEHbl Ha JIOOBIX KpHUITOIIaThopmax
(HarmpuMep, oOMeHuBaTh Bitcoin va Ethereum).

3anpenieHo: MOKynaTh WIM MPOAaBaTh TOKEHHBI (KPUMNTOBAIIOTY) 3a
JICHEKHBIE CPEJICTBA HA NHOCTPAHHBIX KPUNTOOUPXKAaX U Y (PU3HUUECKUX JIHII.



3amMIEHHOCT 0T KHOepNpecTyIUIEHWH 3aBHCHT OT BalleH
FOTOBHOCTH BOCHPMHMMATh HHGPOPMANUI0 KPUTHYHO M CO3HATEJIbLHO
NOAXOAUTH K BbIOOPY MeT0A0B 3amUThbl. TOJBKO NOCTOSSHHBIH
MOHUTOPHHI OKPYKAKIIEH 00CTAHOBKHU U NPUMEHEHHE a1eKBATHBIX Mep
CIOCOOHBI 00eCeYNTh COXPAHHOCTH BAalIUX CPEACTB H  JIHYHOM
uHopManuH.

OTBETCTBEHHOCTh
3a COBeplIeHUEe KMOepnpecTyieHuin

YTro0/10BHBIN KOJAEKC

Crartba 208. BeIMorarejnLcTBo

1. TpeOoBanue mepenayn UMYIIECTBA WIK MPaBa Ha UMYILECTBO JINOO COBEPILICHUS] KaKUX-THOO JEHCTBUIA
UMYILECTBEHHOT'O XapaKTepa o] yrpo30il NPUMEHEHUSI HACWINS K TIOTEPIIEBIIEMY WIIN €ro OJM3KHM, YHUUTOXKEHUS
WIN TIOBPEXKIEHUS HMX HMYIIECTBA, YHHUUTOXKCHUS, 3aBJIaJCHHs, OJIOKMPOBAHUS, MOAWU(PHKAIMH KOMITBIOTEPHON
uH(OPMAIIUH, PacIIPOCTPAHEHUS! KJIEBETHUYECKUX WITH OIJIAIICHHs] MHBIX CBEICHHUI, KOTOPbIE OHH JKENAIOT COXPaHUTh
B TaliHe (BBIMOTaTEeNbCTBO), -

(B pen. 3akona Pecniyonuku benapycs ot 26.05.2021 N 112-3)

Haka3blBaeTcs INTpadoM, WM HCIPABUTEIbHBIMU pabOTaMHU Ha CPOK [0 JBYX JIET, WU apecToM, HJIH
OrpaHUYCHUEM CBO60}1])I Ha CpOK A0 IIATH JIET, WJIN JIMIIICHUEM CBO60}II)I Ha TOT K€ CPOK.

(B pen. 3akona Pecniyonuku benapycs ot 05.01.2015 N 241-3)

2. BbIMOraTenbCTBO, COBEPIICHHOE MOBTOPHO, JIMOO TPYIIION JHIl 10 NPEeJBapUTEIbHOMY CroBOpY, JUOO C
NPUMEHEHHEM HACWIMA, HE ONAacHOrO IS YKM3HHU WIH 3I0POBbs NMOTEPIEBIIETr0, TUO0 1MOJ Yrpo30il youiicTBa WiH
NPUYMHEHUS TSDKKOTO TEJECHOTO IIOBPEXKICHUS, JMOO COEIMHEHHOE C YHHUYTOXKCHHEM WIH IIOBPEXICHHEM
HMYLIECTBA, THOO ¢ LETbIO IOIYYeHUsI UMYLLIECTBEHHON BBITO/BI B KPYIIHOM pa3Mepe -

(B pen. 3axkona Pecniyonuku Benapych ot 15.07.2009 N 42-3)

HaKa3bIBACTCS JIMIICHUEM CBOOOIBI HA CPOK OT TpeX JI0 JACCSATH JIET co mTpadoM mwin 6e3 mrpada.

(B pen. 3axonoB Pecriyonuku benapych or 04.01.2003 N 173-3, ot 15.07.2009 N 42-3, ot 09.01.2019 N 171-3)

3. BeiMoraTenscTBO, COBEpIIEHHOE OpraHW30BaHHOW IPYIITON, THOO ¢ MPUMEHEHHUEM HACHIIHSA, ONACHOTO IS
KU3HH WM 37I0POBBS ITOTEPIIEBIIEro, JTHOO IOBJEKIIee HHBIE TSHKKHE IOCIEACTBHSA, JHOO C IEbI0 IMOTYyYeHHS
HMYLIECTBEHHOHN BBITOJBI B 0000 KPYITHOM pa3Mepe -

(B pen. 3akona Pecniyonuku Benapych ot 15.07.2009 N 42-3)

HaKa3bIBAETCS JINILIEHHEM CBOOOIBI Ha CPOK OT ILATH 10 MATHAAIATH JIET CO ITpadoM.

(B pen. 3akonoB Pecriyonuku benapyck ot 04.01.2003 N 173-3, ot 15.07.2009 N 42-3, ot 09.01.2019 N 171-3)

[Mpumeuanue. [loq Moaudukanue KOMIbIOTEPHOH HHGOPMALIUK B HACTOSIICH cTaThe, ctaThsix 212, 216, 350
u 354 Hacrosmero Konekca moHMMaroTcs MPOTHBONIPABHOE N3MEHEHHE KOMITBIOTEpHOI HH(OopMaImu 11bo BHECEHUE
B KOMITBIOTEPHYIO CHCTEMY 3aBEIOMO JIOKHOM KOMIBIOTEpHON HH(OpMaImy.

(mpumeuanne BBeaeHo 3akoHoM Pecrybnmku benmapych ot 26.05.2021 N 112-3)

Cratbs 209. MomeHHUYECTBO

1. 3aBnameHre UMYIIECTBOM JINOO MPUOOpETEHNE MpaBa Ha UMYIIECTBO ITyTeM oOMaHa WK 3JI0YIIOTPEOICHHS
JIoBepreM (MOIIEHHHYECTBO) -

HAKa3bIBAIOTCA OOIIECTBEHHBIMH pa0OTaMM, WM IITpadoM, WK HCIPABUTEIHHBIMH paboTaMu Ha CPOK [0
JIBYX JIET, WITH APECTOM, HJIM OrPaHWYCHHUEM CBOOOBI Ha CPOK JIO TPEX JIET, WK JIHIICHUEM CBOOOIBI Ha TOT XKe CPOK.
(8 pea. 3akoHoB Pecrryonmku berapycs ot 15.07.2009 N 42-3, ot 05.01.2015 N 241-3)

2. MomIeHHIYeCcTBO, COBEPIICHHOE TOBTOPHO JIMOO TPYIIION JIHIL, -

HakasplBaeTcs IITpad)oM, WIM HCIPAaBUTEIBHBIMH pabOTaMH Ha CPOK JO IBYX JIET, WIH apecToM, HWIIH
OrpaHHYECHHEM CBOOOIIBI Ha CPOK 0 YETHIPEX JIET, WJIH JIMILIEHHEM CBOOOIBI Ha TOT e CPOK.
(B pen. 3akona Pecniyonuku benapycs ot 05.01.2015 N 241-3)

3. MOIICHHHYECTBO, COBEPIICHHOE B KPYITHOM pa3Mepe, -

HaKa3bIBAaETCSl OIPAaHUYEHUEM CBOOOJBI Ha CPOK OT JIBYX JO IISTH JIET WJIM JIMIICHHEM CBOOOJBI Ha CPOK OT
JBYX J0 CeMH JIeT co mTpadom mwin 6e3 mrpada.
(vacts 3 cratbu 209 B pex. 3akona Pecrry6muiku Benapycs ot 26.05.2021 N 112-3)

4. MOmeHHNYEeCTBO, COBEPIICHHOE OPTraHU30BaHHO IpynIoii 11060 B 0c000 KpyIHOM pasmepe, -



HAKa3bIBAaeTCs JINIICHHEM CBOOOIBI HA CPOK OT TPEX JI0 IBEHAIATH JIET CO IITPadhoM.
(8B pen. 3axonoB Pecrryommku benapycs ot 04.01.2003 N 173-3, ot 22.07.2003 N 227-3, ot 09.01.2019 N 171-3, ot
17.02.2025 N 61-3)

Crarbs 212. Xuienue MMymecTsa myTeM MoAN(PHKANH KOMILIOTePHOH HHGOpManuu
(8 pen. 3axona Pecniyonuku benmapycs ot 26.05.2021 N 112-3)

1. XumieHue uMymiecTsa myTeM MOTU(PHUKAIINN KOMITLIOTEPHOW HHPOPMAIINH -

HakasbIBaeTcs mTpad)oM, WIM JIUIICHHEM IpaBa 3aHUMATh ONPEICICHHBIC IODKHOCTH WM 3aHUMATHCS
OIPEICIICHHON NIESITeIBHOCTRIO, HIM apecTOM, UM OIpaHHYCHHEM CBOOOMBI Ha CPOK IO TPEX JIET, WIU JIUIICHUEM
CBOOOIBI HA TOT K€ CPOK.

2. To xe nesiHUE, COBEPIICHHOE TIOBTOPHO JIUOO TPYIIIOHN JIUI] 110 MPEIBAPUTEIEHOMY CTOBOPY, -

HakasbIBaeTcs mTpad)oM, WIM HCIPABHTEIFHBIMH pabOTaMHd Ha CPOK IO JBYX JIET, WM apecToM, MU
OTpaHUYCHUEM CBOOOBI Ha CPOK JIO0 YETHIPEX JICT, WM JUIICHAEM CBOOOIBI Ha CPOK JIO TISATH JIET C JIMIIICHUEM TIpaBa
3aHUMATh OMPEIEIICHHBIC TOMKHOCTH W 3aHUMATHCS ONPEICICHHON JeITEeIBPHOCTRIO WK 0€3 JIMIICHUS.

(B pen. 3axkona Pecniyonuku benapych ot 17.02.2025 N 61-3)

3. JlessHus, IpeIyCMOTPEHHBIC YaCTSIMHU | MM 2 HACTOSIIIECH CTaThH, COBEPIIICHHBIC B KPYITHOM pa3Mepe, -

HAKa3bIBAKOTCSA OTPAaHUYCHHEM CBOOONBI HAa CPOK OT MBYX JO ISATH JICT WIM JIUIICHHEM CBOOOIBI HA CPOK OT
JBYX JIO CeMH JieT co mrpadom win 6e3 mrpada U ¢ JUIICHHEM TpaBa 3aHUMAaTh ONPEICICHHBIC JODKHOCTH TN
3aHUMAThCS ONPEICIICHHOMN NEATEIbHOCTBIO WTH 0€3 JTUIIICHUSL.

4. JlesHus, mpenycMOTpeHHble YacTaMu 1, 2 wiu 3 HacToslled CTaThbH, COBEPIIEHHBIE OPraHW30BaHHOM
TPYIION JTHOO0 B 0000 KPYITHOM pa3mepe, -

HaKa3bIBAKOTCA JTUILICHUCM CBO60}1])I Ha CpOK OT IILITH OO0 ABC€HaALAaTHU JIET CO IJ_ITpa(bOM U C JIMIICHUCM npaBa
3aHUMATh OHpC}]CJ’IeHHbIC JOJDKHOCTHU UJIN 3aHUMATHCA OHpe}IeHeHHOﬁ ACATCIbHOCTBIO WJIN 663 JIMIIICHU .

Cratbs 349. HecaHKIIMOHUPOBAHHBIH A0CTYN K KOMIIBIOTEPHOIl HHGopManmn
(B pen. 3akona Pecniyonuku benapycs ot 26.05.2021 N 112-3)

1. HecaHKIIMOHMPOBAHHBIA JOCTYIl K KOMIIBIOTEPHOW HH(pOPMAIMK, COMPOBOKAAIOUIMICS HapylICHUEM
CHCTEMBI 3aIUThl (HECAHKIIMOHMUPOBAHHBIH JOCTYN K KOMIBIOTEPHOH MH(OpMAIMK), COBEPILIEHHBIH U3 KOPBICTHON
3aUHTEPECOBAHHOCTH JINOO MOBJIEKIIHI 110 HEOCTOPOXKHOCTH NIPUYMHEHUE CYIIECTBEHHOTO Bpea, -

Haka3plBaeTcs WMTpadoM, WIM JHIICHHEM IpaBa 3aHUMATh OMNpPEICICHHbIE NOIDKHOCTH WIIM 3aHMMAThCA
OIpEe/IeTICHHOM JeATeIbHOCTBIO, WIIM apeCTOM, WM OrpaHHYEHHEM CBOOOIBI Ha CPOK IO IBYX JIET, WIH JIMIICHHEM
CBOOO/IBI HA TOT XK€ CPOK.

2. HecaHKIMOHMPOBAaHHBIM JOCTYIl K KOMIBIOTEPHOH HHGpOpManuyu JUOO0 CaMOBOJIBHOE MOJIb30BAHHUE
KOMIIBIOTEPHOH CHCTEMOH WJIM CEThIO, IIOBJIEKIINE II0 HEOCTOPOKHOCTH KpPYILCHHE, aBapHio, KaTtacTtpody,
HECUYACTHBIE CIIY4au C JIOABMH, OTPULIATENIHBIE H3MEHEHUS B OKPYXKAIOILEHN CpeJle MU MHBIE TSXKKUE TIOCIENCTBUS, -

HaKa3bIBAIOTCS OTPAHMYEHHEM CBOOOBI Ha CPOK /IO TIATH JIET WM JIMILEHHEM CBOOOIBI Ha CPOK 10 CEMH JIeT.

Crartbs 350. YHnuTOKEeHME, 010KMPOBaHHe WU MOAUGUKALUS KOMIBIOTEPHOH HHPOPMAaLUK
(B pen. 3akona Pecniyonuku benapycs ot 26.05.2021 N 112-3)

1. YMBbIlIUICHHbIE YHUYTOXKEHHE, OJOKHUPOBaHHE, NPUBEICHUE B HEMPHUTOJHOE COCTOSHHE KOMITBIOTEPHON
uHpopManuy, paspyiieHue, OJOKHpOBaHHE MO0 HApYIIEHHE pPa0OThl KOMIBIOTEPHOH CHCTEMbI, CETH WJIH
MAIIMHHOTO HOCHTENS JINOO0 MOAU(HUKALIUS KOMIIBIOTEPHON UH()OPMALIUK MPU OTCYTCTBUH MTPU3HAKOB MPECTYILICHUS
MPOTUB COOCTBEHHOCTH, MOBJICKIIHE MPUIMHEHHE CYIIECTBEHHOTO Bpela, -

HaKa3bIBAIOTCS MITpad)oM, WIM JIMIICHAEM IIpaBa 3aHUMATh OIPEACICHHBIE MOIKHOCTH WM 3aHHUMAaThCs
OIIPE/ICTICHHOMN JAEATEIbHOCTHIO, WM apeCTOM, WIIM OTPaHUYEHHEM CBOOOJBI HA CPOK JIO TPEX JIET, WIN JIUIICHHEM
CBOOOJBI HA TOT K€ CPOK.

2. Te xe mesiHUs], COBEPIICHHBIC TTOBTOPHO JIMOO IPYIIIOH JIHIL 110 MPEABAPUTEIBHOMY CTOBOPY, -

HAKa3bIBAIOTCS MITPAPOM, WIIK apECTOM, WIIK OIPaHHYEHHEM CBOOOJIBI HA CPOK 0 TISATH JIET, WK JHIICHHEM
CcBOOOJIBI HA TOT YK€ CPOK C JIUIICHUEM MPaBa 3aHUMATh OIPE/ICIICHHBIC TODKHOCTU WJIM 3aHUMAThCs ONMPEACICHHON
NEATEILHOCTIO WIN O€3 JIUIIEHHS.

3. [esiHusl, MpeAyCMOTPEHHbIE YacTsiMA | WM 2 HACTOSIIEH CTaThH, MOBJICKIINE MO0 HEOCTOPOKHOCTU
TIOCTIEICTBHS, YKa3aHHbIE B acTH 2 ctaThll 349 Hactosmero Koxpekcea, -

HAKa3bIBAIOTCS JIMIICHHEM CBOOOJBI HA CPOK OT TpeX /O JECATH JIeT C JIHMIICHHEM IpaBa 3aHUMATh
OIpe/IeICHHbIE JOMKHOCTH UM 3aHUMAThHCS OTPEACTICHHOMN IeITeIbHOCTHIO WITH 0€3 JTHIICHHS.

Crartbs 352. HempaBomepHoe 3aBjiajieHHe KOMIbIOTePHOIT HH(popManueit
(8B pen. 3akona Pecrybimku benmapycs ot 26.05.2021 N 112-3)

1. YMbIuIieHHBIE HECAHKIIMOHUPOBAHHOC KOIMMPOBAHUEC, MCPEXBAT KOMHBIOTCpHOﬁ I/IH(i)OpMaIII/II/I 100 HMHOE
HEMIPAaBOMEPHOC 3aBJIaJICHUC KOMHL}OTepHOﬁ HH(i)OpMaL[PIeﬁ, MOBJICKIINEC NPUINHCHUC CYHISCCTBECHHOI'O Bpeaa, -
HaKa3bIBalOTCA ana(b()M, WK JIMIOCHHUEM IIpaBa 3aHUMATL OIPCACICHHBIC OOLKHOCTU WX 3aHUMATBHCA



OIIpEeJIETICHHOMN AESATEIbHOCTHIO, WM apeCTOM, WJIM OrpaHWYEHHEM CBOOOJBI Ha CPOK JO TPEX JIET, WIN JIUIICHHEM
CBOOO/IBI HAa CPOK 10 ABYX JIET.

2. Te e mestHUs, COBEpIIEHHBIE TOBTOPHO JINOO IPYMIIOH JIHII 110 IPEIBAPUTEIBHOMY CrOBOPY, -

HaKa3bIBAIOTCS MTPadoM, WM apecTOM, WIIM OrpaHUYCHHEM CBOOOIBI HA CPOK JI0 IIATH JIET, WM JINIICHHEM
CBOOO/IBI HA TOT K€ CPOK C JIMIICHWEM IPaBa 3aHMMAaTh OINpEeTIeHHbIC JOIDKHOCTH WM 3aHUMAaThCS ONpeesIeHHON
JeSTENTLHOCTBIO WIIH 0€3 JINIICHNSI.

3. JlestHusI, TpeayCMOTpPEHHBIE YacTsIMA | WM 2 HacTOSIEH CTaThH, ITIOBJIEKIINE MO HEOCTOPOKHOCTH
MOCTEACTBYS, yKa3aHHbIE B yacTH 2 ctaThk 349 Hactosmero Kozpekcea, -

HaKa3bIBAIOTCSl JIMIICHWEM CBOOOIBI Ha CPOK OT TpeX JO0 CEMH JIeT C JIMIICEHHEM IIpaBa 3aHUMAaTh
olpeieNIeHHbIe JODKHOCTH WM 3aHUMAThCS OIpeIeNICHHOH AeSTeIbHOCTBIO WK 03 JIHIIeHHUS.

Cratbs 354. Pa3paboTka, HCIOIb30BaHUE, PACIPOCTPAHEHHE JIM0O0 COBIT BPEIOHOCHBIX KOMIIBIOTEPHBIX
MPOrpaMM WJIH CNIEHATBHBIX MPOrPAMMHBIX WJIH aNMIAPATHHIX CPEICTB
(B pen. 3akona Pecniyosnuku benapyceh ot 26.05.2021 N 112-3)

1. Pa3zpaboTtka, ncroabp3oBaHKUE, pacpOCTpaHeHNE JTMO0 COBIT KOMIBIOTEPHOI TPOrpaMMBbl WIIH CIIEHaIbHOTO
MIPOrpaMMHOI0 WJIM amIapaTHOIO CPEACTBA, 3aBEJOMO IPEIHA3HAUYEHHBIX JUIS HApYIIEHUS CHCTEMBl 3alllUThI,
HECAaHKIIMOHHPOBAHHOTO  JIOCTyMa K  KOMIIBIOTEPHOM  CcHUCTeMe, CeTH WIM  MAIIMHHOMY  HOCHUTEIIO,
HECAaHKIIMOHUPOBAHHOIO YHHYTOXKEHHUS, OJIOKMPOBaHMs, MOAW(GHUKALMK KOMIBIOTEPHOH HHGOPMALMH  WIIN
HEMpaBOMEPHOI'0 3aBJIAJCHUsT KOMITbIOTEpHOW MH(opManuei 1ub0o HapymieHus: paboThl KOMITBIOTEPHOW CHCTEMBI,
CeTH WJIN MAaIIMHHOTO HOCUTE, -

HaKa3bIBAKOTCA H_ITpa(bOM, WJIN apeCTOM, WKW OrpaHUYCHUEM CBO60]ILI Ha CpOK J0 TpEX JIET, WK JIMIICHUEM
CBOOO/IBI Ha TOT XK€ CPOK.

2. Te e neficTBUS, COBEpIIEHHBIE TPYIIION JIUI] 110 NPEIBAPUTENLHOMY CTOBOPY, -

HaKa3bIBAKOTCA H_ITpa(bOM, WJIN apeCTOM, WJIN OrpaHUYCHHUEM CBO60}1])I Ha CpPOK 10 IIATH JIET, WK JIUIHICHUEM
CBO6OJIBI Ha TOT K€ CPOK C JIMIICHUEM IIpaBa 3aHUMAaThb ONPEACIICHHBIC JOPKHOCTU WM 3aHUMATHCA OHpeﬂeHeHHOﬁ
JeATENbHOCTBIO WK 0€3 JINIIEHNSI.

3. JetlicTBus, mpemaycMOTpeHHbIE YacTsAMU | WM 2 HACTOAIIEH CTAaThM, MOBIEKIINE MO HEOCTOPOXHOCTH
MOCNECTBUSA, yKa3aHHbIe B yacTH 2 ctaThi 349 Hacrosero Koaekcea, -

HAKa3bIBaIOTCS JIMIICHHEM CBOOOABI Ha CPOK OT TpeX IO JECATH JIeT C JIMIICHUEM IIpaBa 3aHUMATh
olpeieNIeHHbIe TODKHOCTH HWIIM 3aHUMAThCs ONPEeNICHHOM IeATeNbHOCTBIO W 03 JIMIIESHHUS.

Cratba 355. HapymeHnue npaBuJjI 3KCIVIYyaTALMH KOMIILIOTEPHOH CHCTEMBbI HIIM CeTH
(B pen. 3akona Pecniyonuku benapycs ot 26.05.2021 N 112-3)

1. YMbIIUIEHHOE HApyIICHUE NPaBUI IKCIUTyaTAllMd KOMIBIOTEPHOM CHCTEMbBI WJIM CETH JIMLOM, MMCIOLINUM
JOCTYI K 3TUM CHCTEME HJIU CETH, MOBJEKIIee [0 HEOCTOPOKHOCTH IPUYMHEHUE CYILECTBEHHOTO Bpea, -

HakasplBaeTcs IITpad)oM, WIM JIMIIEHHEM IIpaBa 3aHUMATh OIpENeNICHHbIC IODKHOCTH WIM 3aHHUMAThCH
OIPENIeTICHHOH JeATEeIbHOCThIO, WM HCIPABHTENbHBIMH paboTaMH Ha CPOK A0 OBYX JIET, WIH OrpaHHYeHHEM
CBOOO/IBI HA TOT XK€ CPOK.

2. To xe mesHue, TMOBIEKIIEe IO HEOCTOPOXXKHOCTH IIOCIEACTBUS, yKa3aHHBIE B 4acTh 2 craTbu 349
Hacrosero Koaekca, -

HAKa3bIBAaeTCsS OTPaHUYCHUEM CBOOOIBI Ha CPOK JO IISITH JIET WM JIMIIEHHEM CBOOOBI HA CPOK O CEMH JIET C
JHLICHHEeM IpaBa 3aHUMATh OIpPEIENeHHbIE TOJDKHOCTH WM 3aHUMAThCS ONPEIEIeHHOW NeaTebHOCTBI0 Win Oe3
JIALICHUSL.

Konmekc 00 aqMUHUCTPATHUBHBIX PABOHAPYIIEHUAX

Crartba 11.1. Mejkoe XuieHue

Menkoe XHWIOIEHHMEe HMMYIIECTBA IyTeM KpPaKH, MOIICHHUYECTBA, 3JIOYNOTPeOIeHHs CIy)KeOHBIMU
TIOJTHOMOYHSIMH, TPHCBOCHUS WIIM PacTpaThl, XHIICHUS MyTeM HCIOJIB30BAaHUS KOMITBIOTEPHOW TEXHHKH, 8 PaBHO
TIONBITKA TAKOT'O XUIICHHS -

BIIEKYT HAJIO)KeHHUE mTpada B pa3Mepe OT IBYX 0 TPUALATH 0a30BBIX BEIHUYHNH, FIIN OOIIECTBECHHBIE PAaOOTEHI,
WM aIMUHUCTPATUBHBIN apecT.

[Mpumeuanue. Ilog MeNKUM XUIIEHHMEM B HACTOSIICH CTaThe IIOHUMAIOTCS XHIIEGHHE MMYIIECTBa
IOPUIMYECKOro JIMIA B CyMMe, He TIPEBBIIAIONIEH IECATHKPATHOrO pa3Mepa 0a30BOi BEIMYMHBI, YCTAHOBICHHOTO Ha
JICHb COBEPIICHUS ICSHUS, 32 MCKIIOUESHHEM XUIIeHHs opaeHa, menanmu Pecyomuku bemapycs, CCCP umu BCCP,
HarpyJIHOro 3Haka K modeTHoMy 3BaHuio Pecnyommku benapycs, CCCP mwmn BCCP, a Taxke XWIeHHE MMYIIECTBA
(bU3MYECKOro JMIa B CyMMe, HE MPEBBIIIAIOIISH IBYKPaTHOTrO pa3Mepa 0a30BOM BEITMYHMHBI, yCTAHOBICHHOTO HA JICHD
COBEpIICHUs JESHMS, 32 HCKIIOYEHHEM XHIIeHHs opaeHa, menanu Pecrmyonmmkm bemapycs, CCCP mmm BCCP,
HarpyJIHoOro 3Haka K nodetHomy 3BaHmi0 Pecrryonuku benapycs, CCCP unmu BCCP nubo XuimeHns, coBepuieHHOro



TPYNIION JINL, JHOO IyTEM Kpaku, COBEPIICHHON M3 OAEX/BI WM PYYHOH Kilaay, HaXOAWBIIMXCS NPU HEM, JIHOO C
IIPOHUKHOBEHUEM B KIIIHUILE.

Crartbs 12.35. He3akoHHOe nIpeocTaBJIcHHE PEKBU3HTOB INIATEKHBIX HHCTPYMEHTOB
(BBemena 3akonoM Pecrryonmku Bemapyce ot 17.02.2025 N 61-3)

1. He3akoHHOE mpenocTaBI€HHE W3 KOPBICTHBIX MOOYKAECHHH HAXOISAIIMXCS B 3aKOHHOM BJIQJICHUH JIMIA
PEKBH3UTOB OAHKOBCKHMX IUIATEKHBIX KapTOdeK MO0 ayTeHTU(PHUKAUMOHHBIX JaHHBIX, MOCPEICTBOM KOTOPBIX
BO3MOYKHO MOIY4€HHE JOCTYIA K CUeTaM, JIEKTPOHHBIM WK BUPTYalbHBIM KOILEIbKaM, -

BJICYET HaJOXKeHUe mrpada B pa3Mepe OT ISTH 0 TPUALATH 0A30BBIX BEJTHYHH.

2. To xe jesiHUE, COBEPLIEHHOE B TEYEHHE OJTHOT'O I'oJia 10CjIe HAIOKEHHS a]MUHUCTPATHBHOTO B3bICKAHHUS 32
TaKoe K€ HapylIeHHe, -

BJICYET HaJIOKeHHEe mTpada B pasMepe OT IBAALATH A0 ISITUACCITH 0a30BBIX BEIWYHH, WM OOIIECTBEHHBIE
paboThl, WM aIMUHUCTPATHBHBIN apecT.

Crartbs 13.3. He3akoHHas1 IpeANIPpUHAMATEIbCKAS eI TeIbHOCTh

1. TpeampuHUMaTenbcKasi NESITENBHOCTh, OCYIIECTBIsieMass Oe3 JHMIEH3WH, CIEHaIbHOr0 pa3pelieHus
(JrMmeH3MM), Korja TakKWe JIMIEH3Us, CelHajIbHOe paspelieHHe (JIMIEeH3Ms) 00s3aTeNbHbl, 00 C HapylleHHEeM
TpeOOBaHMI M YCIIOBUI OCYIIECTBIICHUSI BUJIOB JIEATEILHOCTH, MPEIYCMOTPEHHBIX B CIICIHAIBHBIX pa3pelIeHnsIX
(JrMueH3usx), -

(B pen. 3axona Pecniyonuku benapycs ot 22.04.2024 N 365-3)

BJIEYET HaJloKeHHe mTpada B pasMepe OT JeCATH A0 MATHAECATH 0a30BBIX BEIWYWH, HA WHAWBHUIYAILHOTO
NpeINpUHAMATENS - OT AECATH J0 JIBYXCOT 0a30BBIX BEJIMYMH C KOH(PHCKAIMEH 10 CTa MPOLEHTOB CYMMBI JI0XO0/a,
HOJIYYEHHOI'0 B PE3YJbTAaTe TAKOH AEATENBHOCTH, WM 0e3 KOH(QHUCKALMH, a Ha IOPUANYECKOEe JIMIO - JIO MATHCOT
0a30BbIX BEIMYMH C KOH(HCKalMel A0 CTa MPOLEHTOB CYMMBI JOXOJa, IMOJYYEHHOTO B pe3ylbTaTe TaKoH
JeATENTLHOCTH, WK 0e3 KOoH(UCKaIyu.

2. [peanpuHuMaTenbckas qesiTeIbHOCTb, OCYIIECTBIsieMasi 0e3 rocyJapCTBEHHOW PEerucTpanuy, Korjaa Takas
peructpanusi o0si3aTenbHa, JM00 0e3 yKa3aHHOW TrOCYNapCTBEHHOW pPErucTpaliyd ¥ JIMIEH3UH, CIENHAlIbHOro
paspelieHus (JMLIEH3MHU), KOra TaKue JIMIEH3UsI, CIelHaIbHOe pa3pelieHne (JIMIeH3Hs1) 00s3aTeNbHbI, -

(B pen. 3akona Pecniyonuku benapycs ot 22.04.2024 N 365-3)

BJIEYET HaloKeHue IuTpada B pa3Mepe [0 CTa 0a30BBIX BEIMYMH C KOH(HCKalHMeHd mpenmera
aJIMMHHUCTPATHBHOTO IIPABOHAPYIICHUS, OPYAUIl M CPENCTB COBEPILICHHS aJMUHUCTPATHBHOTO NPAaBOHAPYLICHUA, a
TaKke JO CTa MPOLEHTOB OT CYMMBI JO0XOZa, IONYYEHHOTO B pe3yabTaTe TakoH MAEATENbHOCTH, HMIu 0e3
KOH(UCKALIUH.

3. OcymecTBieHHe NPeIIPUHUMATENBCKOW NEeATeIbHOCTH, KOIZla B COOTBETCTBUM C 3aKOHONATEIBHBIMH
aKTaMH Takast IeSTeIbHOCTD SBISETCA HE3aKOHHOM U (WIIH) 3aIperaercs, -

BJICUET HaJOXKeHHe mTpada B pazMepe OT ABAILATH 0 MATHACCATH 0a30BbIX BEIMYUH C KOH(PHUCKALMEH 10 cTa
NPOLICHTOB CYMMBI JOXOZQ, IMOJYYEHHOTO B pe3yiabTaTe TaKOH NEeATeNIbHOCTH, OpYIOMH M CPEICTB COBEpILCHUS
aJIMHUHHUCTPATHBHOTO IPaBOHApYIICHHUS WIM 0Oe3 KOH(HCKAIWKM, Ha HMHAUBHAYAIBGHOTO NPEINPUHUMATENS - OT
IBaJaTH 10 ABYXCOT 0a30BBIX BENWYMH ¢ KOH(UCKAIMEil 10 cTa MPOLEHTOB CYMMBI JOXOZAA, HOJYYEHHOTO B
pe3yabTaTe TaKOW JeATEeIbHOCTH, OPYOMH M CPEICTB COBEPIUCHHS aAMHHUCTPATUBHOIO NpaBOHApPYIICHHS WM 0e3
KOH(HCKALUH, a HA IOPUIUMIECKOE JIHLIO - A0 IATHCOT 0a30BBIX BEMYHMH C KOH(HUCKAIMEH 1O CTa IPOLEHTOB CYMMEI
JI0X0/1a, IOJyY€HHOTO B DE3yJIbTaTe TAKOW AEATENBHOCTH, OPYAUH M CPEACTB COBEPIICHUS aJMUHHCTPATUBHOI'O
MpaBOHAPYIICHHUS WK Oe3 KoH(UCKaImu.

4. 3aHATHE NpPENIPUHUMATENBCKOH NEATEIbHOCTBIO JIMIOM, A KOTOPOTO 3aKOHOAATEIbHBIMU aKTaMH
YCTaHOBJICH 3aIIPET Ha OCYIIECTBICHNUE TAKOW eI TeNbHOCTH, -

BJIEUET HaJIOXKeHHe ITpada B pa3Mepe OT JAeCATU 10 TPUALATH 0a30BBIX BETHYHH.

[Ipumeganne. 1. [Tog moxomoM OT HE3aKOHHON IpPEATPHHUMATENHECKON IESTENbHOCTH, OCYIIECTBIIsIEMOI 0e3
rOCyJapCTBEHHOW DPErMCTpalMd, a pPAaBHO IOJXYYCHHBIM B pE3YJIbTaTe OCYILECTBICHHUS IPEAINPUHAMATEIbCKOM
JeSATENFHOCTH, KOTJIa B COOTBETCTBHH C 3aKOHOJATEIBHBIMHM aKTaMH Takas IEATENbHOCTb SBISETCS HE3aKOHHOH M
(nnn) 3ampenaercs, B HACTOSIIEH CTAaTbe ClINyeT TIOHUMAaTh BCIO CyMMY BBIPYYKHU (J0XOna - UL WHIMBUIYaIbHBIX
MIpEeaIpUHIMATENIEH, TIPUMEHSIONINX OOLIHI MOPSAI0K HAIOr000JI0KEeHNsT) B ICHE)KHON WM HaTypanbHOU (popme Oe3
ydera 3arpar Ha ee (ero) moxydenue. JloXox, TMONyYeHHBIH B HAaTypalbHOH (popMe, MOMICKHUT OIpEIeTeHHIO B
JICHE)KHOM BBIPaYKCHHH.

2. Ilox moxomoM OT He3aKOHHOH MpeANPHHUMATENECKON ESTENBHOCTH, OCYIIECTBISIEMOI C TOCYAapCTBEHHON
peructpanmeii 6e3 IUIIEH3NH, CIEIMAIBHOTO pa3pemeHns (JIMICH3UN) TU00 ¢ HapymieHneM TpeOOoBaHUN M YCIIOBHMA
OCYIIECTBICHNS BUOB NEATEILHOCTH, IPETyCMOTPEHHBIX B CIICNMANBHBIX Pa3peIleHNsIX (JINIIEH3NAX), B HACTOAIIEH
CTaThe CIEAYET MOHMMATh CyMMY BBIPYYKH (JI0XOfa - Al MHAMBHAYAJIbHBIX MPEANPUHUMATENCH, MPUMEHSIOMNX
00U MOPSAIOK HAIOTOOOIOKEHHU) OT peau3aliii TOBapoB (paboT, yCIIyT), UMYIIECTBEHHBIX IPaB, MOIXY4ESHHON
(TTIOITy4E€HHOTO) MO 3TOH NESITENbHOCTH, 332 BEIYETOM KOCBEHHBIX HAJIOTOB, a TAKXKE MMOHECEHHBIX NP OCYIIECTBICHUH
YKa3aHHOM JEATeNbHOCTH JOKYMEHTAIBHO TOATBEP)KIACHHBIX 3aTpaT IO TNMPOM3BOACTBY M peali3aliil TOBapoOB
(pabor, yciyr), IMYIIECTBEHHBIX IPaB, YIUTHIBAEMBIX TIPH MPUMEHEHHH OOILET0 MOps/IKa HAIOr000I0KEHUS (B TOM
YHCIIe TAKHX 3aTPaT, IOHECEHHBIX B NEPUOJ] MPUMEHEHH 0cO00r0 pekxrMa HaIorooomoxenus). Jloxos, nomydeHHbIH
B HAaTypaJbHON (OpMe, MOIJIEKHUT ONPEAEICHHUIO B IEHEKHOM BBIPAKEHHUH.



(8 pen. 3akona Peciyonmmku benmapych ot 22.04.2024 N 365-3)
Crarbs 23.4. HecaHKIMOHUPOBAHHBIN JOCTYN K KOMIBIOTEPHOIT WH(}popManmn
HecaHKIIMOHUPOBAaHHBIN JOCTYN K WH(QOPMAIMHU, XPAHAIICHCS B KOMIBIOTEPHOH CHCTEME, CETH WIM Ha

MAIIMHHBIX HOCUTENSX, CONPOBOXKIAAIOIINICS HAPYIIEHHEM CUCTEMBI 3aIlIUTHI, -
BIICUCT HaJIOKEHHUE mTpada B pa3Mepe OT IBAAIATH JI0 TPUANATH 0a30BBIX BEIHYHH.

@BORISOVSTOPSCA
M_BOT

A 4
Arperarop MOIICHHHYECKHX Be0-pecypcoB, AKKAYHTOB B COLMAJIBHBIX

CETAX U MECCCH/IZKEPAX




